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MODELING AND SIMULATION FOR THE DESIGN AND EVALUZ “TON
OF ADVANCED MATERIALS ACCOUNTING SYSTEMS*

Hassan A. Dayenm
Los Alamos Scientific Laboratory
Los Alamos, New Mexico, USA

Modeling and simulation techniques are used
to design and evaluate advanced materials mea-
surement and accounting systems for future
nuclear fuel cycle facilities, vusing dynamic
models of process and measurement operations.
These techniques are required because operating
data from modern facilities are not available.
The Los Alemos safeguards modeling and simulation
approach is discussed and is illustrated by a
simple example,

I. Introduction

Effective safeguards control of special
nuclear material (SNM) in a nuclear fuel cycle
facility requires the ability to draw materials
balances about the facility or portions of the
facility. In the past, the accountability of
nuclear materials and the detection of unauthor-
ized rcmovals have relied, almost exclusively,
on discrete-item counting and materials-balance
sccounting following periodic shutdown, cleanout,
and physical inventory. The classical materials
balance associated with this system usuvally is
drawn around the entire facility or a major por-
tion of the process, and is formed by adding all
messured receipts to the initiel measured inven-
tory and subtrscting all measured removals and
the final measured inventory. Although conven-
tional! marterials-balance accounting is essential
to safeguarde control of nuclear material, it has
inherent limitations in sensitivity and timeli-
ness. Sensitivity is limited by measurement
uncertainties that might obscure the diversion
of a trigger quantity of SNM in & large through-
put plant. Timeliness is limited by the infre-
quency of process shutdown, cleanout, and physi-
cal inventory; i.e., & loss of material could
remain undiscovered until the next inventory is
taken.

Safeguards effectiveness can be improved if
conventional materials accounting procedures are
sugmented by dynamic materials accounting and
control, The materials weasurement and sccount-~
ing system (MMAS) is designed for near-real-time
control of SNM and incorporates the concepts of
unit process accounting, dynamic nvaterisls bal-
ances, and graded safeguards. The goal of model-
ing and simulation of the process snd measurement
system for & nuclear faciiity is the design and
subsequent evalustion of a MMAS that is based on
& specifi: reference facility so that realistic
quantitative conclusions can be reached.

II. Modeling and Simulation Approach

The design and evaluation of the MMAS must
frequently be based on computer simulations of a

*This work wes performed as part of the US
Department of Energy—Office of Safeguards and
Sicurity Research and Development Program.

reference facility because neither the facility
noy its safeguards system presently exist in
readily modifiable form. Usually we are working
with the design of nuclear facilities that are
expected to be built some years in the future and
rarely can we expect to change or to experiment
with facilities already literally cast in con-
crete. Furthermore, the use of simulation tech-
niques permits prediction of the dynamic behavior
of materials flows under a wide range of operat-
ing parameters and accumulation of data quickly
for relatively long operating periods. Alterna-
tive measurement strategies are readily compared
and safeguards dats analysis algorithms can be
tested. 1In principle, the necessary data could
be obtained from experiments on test loops and
mock-ups of the plant operation, but this is both
time consuming and expensive., Carefully selected
test loops can be more effectively used to vali-
date the computer models and to test portions of
the final design of the MMAS.

Modeling and simulation of & facility and
its MMAS constitute ar essential part of the
conceptual design of safeguards systems. MMAS
design concepts are developed by (1) identifying
key measurement points and appropriate measure~
ment techniques; (2) comparin, potential mate-
rials control strategies; (3) developing and
testing appropriate data-analysis methods; and
(4) quantitatively evaluating the MMAS's capabil-
ity to detect diversion.

The modeling and simulation approach has
been used extensively in safeguards concepts
studies of chemical separations,’ mixed-oxide

fuel febricaticn, nitrate~to-oxide conver-
gion and _ coconversion, and faxt critical
facilities.® This approach requires® (1) &

detailed dynamic model of the process based on
actual design data; (2) simulation of the model
process on a digital computer; (3) a dynamic
model for each measurement system; (4) simulation
of accountability wmeasurements applied to SNM
flow and in-process inventory data generated
using the model process; and (5) evaluvation of
simulated data from various materials accountiug
strategies.

Ii1. Process Model

A detailed reference process design is re-
quired for making quantita ive estimates of MMAS
sensitivity because process variability, partic-
ularly in the levels of in-process inventory aad
wmaterial sidestreams (e.g., scrap, waste, a&nd
recycle), can have a significant effect on mate-
rials control. For example, the Barnwell Nuclear
Fuels Processing Plant at Barnwell, South
Carvlina (BNFP) was aselacted at the reference
chemical separations facility; the model nitrate-
to-oxide conversion facility was based on a ref-
erence design by Snvagnuh kiver Laboratory and
Savannah River Plant;%.9 and the Westinghouse-
Anderson design was selected as the reference
facility for mixed-oxide fuel fabrication.



Operaticn of a model process s simulated
using standard Monte Carlo techniques developed
for dynamic sy-tens.ll'lz The dynamics of
each process step are described by the continuity
eyuation written for the flows of bulk material
and SNM:
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= ith paterial flow,

volumetric or mass flow rate of bulk
materisl (inputs positive, outputs
negative),

SNM concentration,

bulk volume or weight,

in-process inventory of SNM,

time derivative, and

summation over all materigls flows.

i
F

(-

RNl
R R KR

The solotion of the complete set of coupled dif-
ferential equations for all process steps, sub-
ject to initial conditions and subsidiary con-
straints, describes the process dynamics. Randon
variation in the process is determined by the
statistics selected for the independent process
variables. The independent variables are
selected after a detailed examination of the
process and the operating procedures.

A computer code is developed to simulate
the operation of the model process. The GASP IV
simulation pnckagel3 is used to schedule pro-
cess events and to provide other routine ser-
vices. GASP 1V can execute both discrete-event
and continuous time simulations.

Input date include initial valuea for all
process variables and values of the statistical
parameters that describe each independent, sto-
chastic variable. Each process step is modeled
separately. When an event is scheduled in a
particular process step, the values of a’l con-
centrations, material tranefers, and in-process
inventory associated with that step are computed
and stored in 8 data matrix. Simulated data
from each process step are 3tored in separate
data files. These datan are available for further
processing and as input to computer codes that
simulate accountability weasurements and mate-
rials balances.

IV. Measurement and Error Models

A. Measurements.

Operation of the materials measurement and
accounting system is simulated using a Monte
Carlo computer code. This code simulates mea-
surements of the "true' waterials flow data gen-
erated by tte wodel procass, calculates appro-
priate components of variance snd covariance,
and transmits upprqrrinte measured values to the
data—-analysis code. 4

The measurements simulation code incorpor-
ates both additive and wmultiplicative meaoure-
ment-error medels. 13

1. Additive Model. In this wmodel, the
measured value m of & true quantity M is given by

m=M+¢ +n, (2>

where € is the error caused by instrument impre-
cigion, and n is che error produced by uncer-
tainty in the instrument calibration. Both
errors are assumed to be independent and nor-
mally distributed with mean zero and variances
cg and o%, respectively. The variance of of m
is given by

¢ w ol + 00 . (3)

All measurements obtained from & given
instrument using the same set of values for the
calibration parameters sor: cor.elated through

the calibration error 7. The cnvariance 0jj
between the ith and jth measured values is
given by
2
o,. =0 4
ij n (4)

.

Multiplicative Model. In rhis model,
the measured value m of a true quantity M is
given by

m=M(l] + € +n) , (5)

where ¢ is the relative error caused by instru-
ment imprecision, and n is the relative error
produced by uncercainty in the instrument cali-
bration. Both errors are assumed to be independ-
ent anJ to be normaily distributed with wmean
zero and variances 02 and 0%, respectively.
The variance o% of m is given by

2 2 2
oy M‘z(oc . On> . (6)
All measurement resulte obteined from =
given instrument using the same set of values

for the calibration parameters are correlated
through “he calibration error n, The covariance

0;; between ths ith  and jth  measured
values is given by
0., =M M, 0% . N
i} i jon
3. Measurement Simulatic... Iz the simula-

tion, a value for n is pcriodically eampled from
the appropriate distribution to cuincide with the
frequency of instrument recalibration. A value
of € is sampled for each measurement. Variance
and covariance terms are estimited by replacing
the true quantities M by the appropriate measured
quantities. The precisions assigned to the mea-
surementa are bauved on estimates for aimilar
1nstrumentstion.

B. Materials Balances.

Each mat-rials balance MB is s linear combi-
nation of measured quantities P; of plutonium.

n

KB-ZciPi, (8)
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where c; is +1 if P; is an input or an ini-
tial in-process inventory and -1 if P; is an
output or final in-process inventory quantity
for the accounting area. Often, the measured
mass of plutonium is given by the product P of
two different measured quantities.

P=xy, 9)

where x is either liquid volume or mass, and y
is either plutonium concentration or mass frac-
tion. The measurement-error model for both x and
y is similar to that given in Eq. (2) or Eq. (5).

x-x-tcx*nx anc y-Y*chn

fc- the additive mcdel, or
x = X(1 *C’onx) and y = Y(1 ¢cy+ny)

for the multiplicative model, where X and Y are
true values, and the error components are defined
as in Eq. (2) or Eq. (5). 1In some cases, the
additive model may be appropriate for one of the
measured quantities (X or Y), whereas the multi-
plicative model is appropriate for the other.
In such cases, a com. 'ned model is used.

The variance © in the computed value
of a materials balance is a combination of the
variances of the contributing measured values.
Ordinarily, several measurements will be made
using & given instrument before it is recali-
brated, and appropriaste correlation terms wmust
be included in the computation of the materials
balance variance. The general form of the equs~
tion used to estimate the variance of each mate-
rials balance is

n
2 2 ,2 (.2 2
I SRR ( . ocy>

i=1 *

n =n
+ Z Z 'i.j XiXJ. Yin (10)

i=1 j=1

The quantity qj; is +1 if X; and X; have
been measured with a common value of ny (that
is, using the same inscrument calibrstion) ard
is zeru otherwise. Similarly, pjj is *1 or 0,
depending on whether a common vnfue of ny wvas
used in the mecasurements of Y; and Y;. ~ Each
i = j term in the double sum in Eq. (10* is the
component of variance due to calibration uncer-
tainty J{or a single messurement; these terms are
present even if all measurements of X or Y are
uncorrelated.

Equation (10) i1s written for the case where
the multiplicative model is appropriate for the
measurement of both X end Y. If the additive
model applies to either measurement, the corres-
ponding quantity (X or Y) is sct to unity.

Measured values of net wmaterisls transfers
and initial and €final in-process inventories,
a’ong with appropr ‘te components of variance and
covariance, are comp.ted by the weasurement asim—
ulation code for each materials balance period.
These quantities are  ufficient for computstion

of materials balances, cusums, and the other test
statistics described in Ref. 4.

In terms of the net transfer T (inputs pousi-
tive, outputs negstive), initial i.ventory 1;,
and final inventory I¢, the mate ials balance
equalion becumes

HB"I‘#Ii-If. (12)

In some of the proposed accounting strategies,
the terms in the computation of the materials
balance variance, Eq. (10), arising from calibra-
tion errors in the inventory measurements approx-
imately cancel because two inventory measurements
appear with opposite signs in each materials
balance equation. The magnitude of these teims
is (13 - If)2 of. In such cases, if the
mode]l process is operated near steadv state so
that I3 = 1, the contribution to ©
is relatively small; that is, calibration errous
in the inventory measurements nearly cancel. 1Im
the error wodel, perfect cancellation is assumed
for those iz-process inventories in which
I; ~ Ig, and Op is set to zero for the asso-
ciated in-process inventory measurements.

C. Cusums .

A cusum is computed after each aaterials-
balance period. It is the sum of all msterials
balances for the unit process since the beginning
of the umccounting interval. The cusum variance
is 9 complex combination of the variances of in-
dividual materials balances, because these bal-
ences usually are tot independent. There are two
principal scurces of correlation between mate-
rials balances. The first 1is the correlation,
discussed previously, between measurement results
obtained using a common instrument calibration.
The magnitudes of the associsted covariance terms
depend on the magnitude of the calibration error
and the frequency of each instrument recalibra-
tion; omission of these terms can cause gross
underestimation of the cusum variance. The
second source of rorreiation between wuaterials
balances is the occurrence, with opposite signs,
of each measured value of in-process inventory
in two adjacent materials balances. As & result,
only the first and last measurements of in-pro-
cess inventory sppear in the cusum, and only the
corresponding variances appear in the cusum
variance. The cusum variance is computed using
an equation that has the same form as Eq. (10).

V. An Exsmple
The modeling and simulstion approach can
best be illustrated by an example. For simplic-

ity we will look at & single unit process.

A, The Model Process

In order to wmodel and simulate the operation
of & unit process, we must collect and examine
its physical znd operational characteristics.

The feed-blend tank of coconversion
process will be used as the sasmple model pro-
cens.}® The cank, illustrated in Fig. 1, is
used to blend 8 coprocessed U/Pu nitrate solution
from a chemicel separations facitity (stream 1)
with & natursl uranium nitrate solution (stream
2) to obtain the desired plutonium concertration
(~10%). This tank will be used in parallel with



U/Pu n.rote .t 2 U nitrate
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Fig. 1. The model process.

other similar tanks to fecd a nitrate-to-oxide
coconversion process. The tank has & capacity
of 18 000 L and vill usually be filled to about
16 000 L.

The opersting procedures and sssumptions
are:

1. The heavy metal and plutonium concentrs-
tions remain constant for each stream
once the concentration is determined;
i.e., it is assumed that solutions from
the tanks feeding streams 1 and 2 are
vell mixed and that the feed-blend tank
contenta will be continuoualy mixed,

2. Once the feecd-blend tank starts feeding
the process it will continue until a
heel of 1T + 0.12 remgins in the tank.

3. After the solution from chemical sepa-
rations is received ( 14 000 L) the tank
inventory will be sampled ard anaiyzed
to determine the U and Pu content so
that the desired Pu concentration can
be obtained by adding uranium nitrate.

4. After the uranium nitrate solution is
adde . the tank is sampled and a chemi-
cal anslyais is done. The tank will be
isolated from the system until it is
needed to feed the process.

5. Only one of the parallel streams will
be operating at any given time.

6. The flow rete of solution into and out
of the tank is linear over sufficiently
small time steps.

The continuity equation (Fq. 1) wust be
solved to mwodel the dynamics of the process. The
smount of plutouium transferred :.n any given time
interval (tj,ty) is given by

"2
secf[ MO & . (12)
€
Assuming the flow 1» liziar in the time interval

(assumption 6 gbhove), the integral becomes

?(tl) + I(tz)

8=C 7 At , ($ %)

where At = ty ~ tj}. A geimilar relationship
can be written for the heavy metal transfer (HM):

r(tl) + r(:,)

B = Gy 7

vhere Cyy is the heavy metal concentration.

The aolution of the continuity equation
(Eq. 1), over a time interval At, can mnow be
wiitten. The change in the bulk mass (W) is
given by

At, (163

w = (Fl Atl + F2 At ~ F3 A(3) + "(‘1)

(15)

2
- H(tz) ,

where ﬁ, E. and ?-‘-3 are the average mess flow
rates for streams 1, 2, and 3, respectively over
the period Az, i.e.,

5. P(tl) + F(t,)
—_—
The change in the in-process inventory (R) of
plutonium is given by

B = C(H(tl) - H(tz))
(16)

L - C3F3 ooty

wvhere C1 and C3 are the plutonium concentration
in stream 1 and 3, respectively (note that stream
2 has no plutonium), and W is the weight of the
tenk. A uimilar equation can be written for the
change in the in-process inventory of hesvy
metal by replacing the plutonium concentration
with the heavy weral concantration.

A computer code can now be written to sim-
ulate the operation of this process. When linked
with GASP IV and other service suhroutines (in-
put, output, initialization, etc.), the combined
code produces the resultes described below.

+ €l FI at

B. Process Simulation.

Figures 2 through 4 are exsmples of SNM con-
centrations, transfers, and in-process inven-
tories from a day of simulated operation of this
unit process During this particular day, the
tank feeds the process until the desired heel is
reached; then it is refilled from the chemical
separations plant and the plutonium concentra-
tion is adjusted.

Figure 2 shows the plutonium concentration
and the sclution mass :n the tank for this day.
Note that the concen‘rstion is constant and the
weight slowly decresses until 11.5 h. At 11.5h
the tank is almos. empty and is switched out of
line (another trnk would be switchad in at the
same time); the feed from chemical separations
is started 8. that time, as ghown in PFig. 3.
Note that th: input flow rate is much larger than
the outpu’. flow rate; therefore, events occur
every 5 rin instead of every 30 min. At 12.42 h
the dilution of the tank in-process inventory
staste, as shown in Fig. 4. By 12.58 h the tank
hae Yeen filled and will awvait assgy aud subse-
queut draining.

Pigure 5 shows the glutonium concentration
end flow rate of the stream feeding the process
line during this example day. At 11.0 h the
concentration changes abruptly because {ceding
tanks sre switched,

C. The Measurement Model.

A measurement wodel must now be constructed
to convert th: true values calculated by the
mode] process to observed values. The first step
is to write i materisls-balance equation about
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euch unit process accounting area in the facil-
ity. For this example a single unit-prccess
accounting area is formed about the tank.

1. Materials Bolance. This unit process
has two inputs and & single output. These
streams do not operate simultaneously, so that
three separate materials-balance equations can
be wiitten. Each materials balance will contain
an initial and final inventory and the net
amount of material tast has been fed intoc or
taken out of the tank.

The materials balsnce for stream 1 (MB1) is

n
MBl = C W+ C] Z F1, 6ty =~ Cee Wy (17)

i=]
vhere C, = the in-process inventory initial
concentration, W, = the in-process invent~ry
initial weight, and the subscript £' de.otes

values £t the tiuwe feed from chemical separat.cns

is complete. This materials balance can be
rewritt n
MBl = C, W, + Tl - Cer Wpv s (18)

where

Tl = Cl1 Wi,
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and
n
Wl = Atl 2 s, Yli ,
i=1
where
a - a = )/2 and a " ..." a i =1,
i.e., Tl represents the total amount of SNM

transferred into the tank from chemical separa-
ticns.
The materials balance for stream 2 (MB2) is
MB2 =~ C_, wf, - Cp W, (19)
f denotes values after dilu-
Note that stream 2 contains

where the subscript
tion is complete.
no SNM.

The materials balai.zz for stream 3 (MB3) is

MB3. = C(aW, - T3.) , (20)
i i i
vhere C is the SNM concentration in the tank,

A% % Wier T ¥

LJi - F3i At3 .



and the subscript i denotes the time at which a
materials balance is clossd. 1In this example a
materials balance is closed every 30 min.

2. Materials Balance Variance. The vari-
apce of the first materials balance is given by,

2

2 2 2 2
°Hll cgovoouiacoocl cm

+mzc: +c2 02

]
1 f "fl cfl
+ zwo w1 OOV(CQ'CI)
. (21)
- 2‘10 "f' OOV(CO,Cf,)
- 2w} Wf. COV(Cl,Cf.)
- 2C° C‘., GJV(HO,Uf,).

The three concentration messurements are corre-
lated beccause all three chemical analyses will
be done in the same laboratory using the same
techniques and calibration standards. The weight
measurements ar2 correlated because frequent
calitration of tank measurement apparatus is not
expected. The additive error model is used for
weight and the wultiplicative error model is used
for concentration; i.e., w= W+ e, +n, and
c= C(l+c¢c.+n). Expanding the variance
terms in the above equation leads to

2 2, 2\[2 ., 2
“Mp1 (co * cf'><°r. * % )
w W

AY

£
n n
2 2 2
s c1? A % Z Z a;a. F1.FI
o ]
(22)
2
+ 2onc (wo €, T1 - ¥_C_ W, C

The variance equations of MB? and MB] are similar
to °§Bl and are given by

2 _f2 ., 2\(2 2
\p2 (cf' * cf><°£ * % >
i 1"

(23)
2
2C£, Cf % 2Cf. Cf Hf. Vf °r. ,
and
2
2 - 2 - _ =
oMmi C.’i1 l(wi_l Hi F3i At3)
* (24)

2
At
s (=2} 12 (r3? « 132 )+ 2 7R
2 cf i 1-1 nf 1

3. Cusum. The cumulstive summation for the
sample day is a cowmbination cof all three mate-
rials balances and is a linear combination of the
net transfers and the initial and final in-pro-
cess inventories, After n materials balances,

n
€S = C W =C, W +Cl AtIZai FI,
o]
(25)
n
- €3 &t E a, F3,
[o]

vhere C, W, is the initial plutonitm in-pro-
cess inventory, and C¢ Wy is the final plu-
tonium in-process inventory.

4. Cusum Variance. The total .variance of
the cusum is a linear combination of the net
transfer variances, the correlation between net
transfevs, the inivial and final in-process
inventory variances, and the correlation between
the initial and final in-process inventories.
The cusum variance is given by

f

2 ..2 2 2 2 2 \[2, 2 2
L)(ciwzi'ciil:omwl*C3VJ)-0(:1:'.0”')((30*%)—2000{Un

v
(26)

nn n n
2/{..2 2 2 2 ® 2 2 2 2 2
+ C1 (Hl o, + MI onf LZ ., "j Fli Plj)¢ Cc3 (wa oEf + oty onf ZZ‘i 'j P3i PSj>
o © o o0

2 _ .
+ 2onc(- C, Ce W Wg# C Cl W Wl -C C3IW W3-CpClW Wl +CpC3W W3~ClC3W wa).




Note that in the above equation it is assumed
that C, ¢ C; ¢ Ci $ C3. I1f the cusum ia
tcken over a set of materials balances where
some o©f the concentrations are equal then the
variance of the cusum will change. For example,
if the cusum is taken over materials balances for
only stream 3 (the concentretions are all equsl],
then the cusum variance equation will be like
Eq. (21). Extreme care must therefore be exer-
cised in programming the measurzment system in
this case.

D. Measurement Simulatior

The measuremen: errors that were used in
this simuletion are given in Tabie 1. Note that
the mass errors must be multiplied by the load-
cell full-scale reading. Also note that the mass
errors are ir units of kilograms because ean
additive measurement model is used.

TABLE 1

MEASUREMENT ERRORS

2 1a9) (2 1lo)
Concentration 0.1 0.1
Mass 0.15 0.1

Figure ¢ ghows the wmatarials balance chart
and rne cusum chart for the day when the tank
feeds the process, is refilled, and the plutonium
concentration is adjusted, ‘igure 7 shows the
materials balance chart and cusum chart for a
wore typical day of operation in which the tank
feuds the process all day. Note that the mate-
rials balancer ace almost never zero because of
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one day-process line feed only.

measurement variability. The materials~'balance
on Fig. €, at 12.42 h, is drawn about the mate-
rial tran.ferred from chemi~al separations (sec
also Fig. 3). The large standard deviation
results from the lerge amount of materisl trans-
ferred. From 12.42 h on, the error in this
transfer dom nates the cusum error. It is impor-
tant to note that we do not have to take the
cusum over that entire 24-h period. We could end
the cusum at 12 h and .start another cusum or
examine the large transfer from chemical separa-
tions alone. This also suggestes that it may be
advantageous to close the materials balence by
an inventory merssurement before and after the
transfer at the feed-blend tank and the cheunice!l
separations storage tank, thereby avoiding the
relatively inaccurate flow wmeasurements and the
correlations dDetween flow measurements.

The materials balance and cusum charts for a
dsy vhen the tank is feeding the procese (Fig. 7)
show that the errors are significantly lower
because we are not transferring as much material
per balance period. Remember that Fig. 7 is more
¢ presents:ive of normal operaticn because the
tank feeds the process continuously over & two
week period.

V1. Conclusions

Modeling and simulstion techniques are
valyable tools in the design and evaluation of
materials measurement and accounting Bsystems.
Thege techniques are used to establish
quantitsative levels of sensitivity, to identify
mearurement control problems, and to test and
evaluste different measurement strategies.
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